DOOH Academy Online Privacy Notice
If you have questions about this notice, our handling of your personal data, or you would like to request prior versions of this policy, please submit your request in our registration form online or email us at privacy@doohacademy.com.   
This Privacy Notice (“Notice”) explains the data privacy practices of DOOH Academy, LLC (“DOOH Academy Online”, "we”, “us”, or “our”) in connection with your use of www.doohacademy.com or any other website that refers to this Notice (“Websites”) and other DOOH Academy services (the Websites and the services, “Services”). 
Our Services include Websites and other applications, programs, and Online or mobile products of DOOH Academy, including the DOOH Academy Community. 
Your use of our Services is subject to the DOOH Academy Terms of Use. Additional terms may apply for specific Services. If such terms apply, they will control over any conflicting terms in this Notice to the extent permitted under applicable law. 
REGIONAL PRIVACY POLICY DISCLOSURE
If you are located in certain specific regions (such as the European Economic Area, the United Kingdom, or Switzerland) which have enacted a personal data protection law, please review our Additional Privacy Disclosures that may apply to you. 
INFORMATION WE MAY COLLECT AND FROM WHOM
We collect information, including personal data, when you sign up for a user account, download an application, participate in our online programs, or otherwise communicate with DOOH Academy. Personal data is any information that can be used to identify you. Personal data we collect may include: 
· Contact Information such as full name, phone number and email address. 
· Account Information such as username and password. 
· Educational Information such as student identification number, courses taken and currently registered for, course progress, and course grade. 
· Transactional Information such as bank and payment details. 
· Feedback Information such as surveys, inquires, and other feedback. 
· Online and Electronic Information such as browser ID, browser type, device ID, device type, operating system, network carrier or data providers, and IP address. 
· Usage Data such as cookies, content viewed or posted, frequency of visits, other Website browsing information, and preferences. 
· Posted Data such as your likes, comments and other interactions with our social media pages, public forums, community pages, blogs, podcasts, and streaming channels. 
· Location Information of a non-specific nature. 
· Mobile Information such as date, time, and content of text messages you send to us, and any other mobile information you or your wireless carrier provide. 
· Other Personal Data such as gender provided in connection with the Services. 
SOURCES OF INFORMATION
We may receive information directly from you or from third parties such as marketing partners, social media companies, or your employer or educational institution if you are enrolled in our Services through or in connection with an organizational agreement. 
HOW WE MAY USE YOUR INFORMATION
We may use your personal data:
· To deliver, develop, analyze, support, secure, and improve our Websites and Services.
· To send you notices, updates, announcements, communications, and marketing and promotional content (whether by email, phone, pop up notifications, SMS text, or other similar methods) about the Services you have ordered or other Services that may be of interest to you. 
· To authenticate your identity; to process payments, subscriptions, credits and refunds; and to collect amounts owed, as applicable. 
· To perform research (such as academic research).
· To assess admissions criteria and analyze individual and aggregate progress, performance, and completion of the Services. 
· To achieve any purpose to which you have consented at the point of collection of information or at another time. 
· To establish, exercise, or defend our legal rights, for example in connection with threatened or pending litigation or claims or to enforce our contractual or other rights. 
· To aggregate and/or de-identify your personal data so that the information can no longer be linked to you or your device. We may use the aggregated and/or de-identified information for any purpose, including without limitation for research and marketing purposes, and may also share such data with any third parties, including advertisers, promotional partners, and sponsors.
· To achieve any purpose described elsewhere in this Notice, to respond to inquiries, and in accordance with our legal obligations (including, without limitation, disclosures permitted under FERPA, to the extent FERPA applies to the information). 
INFORMATION SHARING
We share your personal data with your consent or as necessary to provide a Service you have requested. For example, we share some of your information with DOOH Academy Online faculty and staff, and other participants in your program can view your profile and username and comments. We also share with a limited number of third-party contractors who perform certain functions on our behalf. For example, we work with a third party who helps us with participant support queries. 
Comments or other information posted or contributed by you to any part of a Service designed to be visible to the public or to other DOOH Academy participants may be viewed and downloaded by others who use or access the Service. Please bear this in mind when you post such comments or other information. 
We may, for example, share information under the following circumstances:
· To provide or conduct the Services by sharing submissions, such as posted data referenced above, with other participants in an DOOH Academy program or other Services in which you are participating. 
· To share information provided by you or collected about you via the Services within DOOH Academy to provide the Services. 
· To report to your employer on your progress and participation in a Service if your participation in the Service is sponsored by your employer, and if you have so consented or we are otherwise permitted to do so. 
· To enable DOOH Academy, either directly or through third parties, to conduct marketing and advertising activities (such as interest-based advertising). 
· To share aggregated, anonymized, or de-identified information with the public and with third parties, including but not limited to researchers and business partners. 
· To enable service providers or contractors to perform certain functions on our behalf, including, without limitation, analytics and information processing; processing transactions; providing, operating, securing, or administering the Websites or a Service or part of them; providing or updating content for the Websites or any of the Services; or in connection with other aspects of our Services. 
· In accordance with your consent.
· To share your personal data with third parties or with the public, in ways not otherwise set forth under this Notice, if (1) we have de-identified the information or (2) we otherwise are permitted to disclose your personal data under FERPA to the extent FERPA applies. 
· To satisfy any applicable law, regulation, legal process or governmental request; investigate compliance with or enforce our Terms of Use and this Notice; detect, prevent or otherwise address fraud, security or technical issues; or protect, defend or enforce the operations, property, rights and safety of users, DOOH Academy, DOOH Academy affiliates, or others. 
COOKIES
Some personal information may be collected through cookies, pixel tags, scripts, log files, web beacons and other similar technologies. We may use cookies and similar technologies to: 
· Collect information about participant experience.
· Track information indicating, among other things, which portions or pages of a Website or Service were visited, the order in which they were visited, when they were visited, and which hyperlinks and other user interface controls were used. 
· Determine your (or your device or ISP’s) non-specific geographic location.
· Collect information regarding your IP address, unique IDs of cookies, unique IDs sent from mobile devices, and other device and electronic information. 
· Serve content or advertisements that match your preferred interests.
Cookies are small text files placed on your computer or device that store information about you or your device and that can be accessed by the Services. We may use both “session” cookies and “persistent” cookies. Session cookies expire at the end of your browser session. Persistent cookies are stored in between browser sessions so we can remember your preferences or actions. You should be able to control how and whether cookies will be accepted by your web browser. Most browsers offer instructions on how to configure the browser to reject certain or all cookies. If you reject our cookies, some functions and conveniences of the Services may not work properly. These cookie settings may not work for all browsers or devices. If you access the Website from multiple devices, you may need to update your settings on each individual device. 
Third parties may also use Cookies embedded in our Websites to collect information about your online activities over time and across different websites you visit. This information may be used by third parties to provide advertising tailored to your interests on other websites, apps and services you visit. 
Pixel tags (also called web beacons clear GIFs) are typically invisible tags placed on certain pages of the Services but not on your computer or device. When you access those pages, pixel tags generate a generic notice of your visit. Pixel tags usually work in conjunction with cookies, registering when a particular computer or device visits a particular page. This can help us personalize the presentation of the Services for you. If you turn off cookies, the pixel tag will simply detect an anonymous visit. 
Our Websites use the following categories of cookies:
· Required / Strictly Necessary Cookies: Required cookies are necessary for the operation, maintenance and/or security of our Websites. 
· Functionality / Performance Cookies: Functional and Performance cookies collect information about how visitors use our Websites, such as which pages visitors go to most often and if they receive error messages from web pages. 
· Advertising Cookies: These cookies are used to deliver advertising more relevant to you and your interests. They are also used to limit the number of times you see a certain advertisement as well as help measure the effectiveness of the advertising campaigns. They are usually placed by third-party advertising networks with our permission. 
Additional Information on Device and Browser Privacy Controls
For additional opt-out options, please visit the websites below. We do not control these opt-out mechanisms and are not responsible for their operation. 
· European Interactive Digital Adverting Alliance (EDAA): www.youronlinechoices.eu and www.edaa.eu
· Digital Advertising Alliance (DAA): www.aboutads.info/choices
· Network Advertising Initiative (NAI): optout.networkadvertising.org
· We may use third party analytics such as Google Analytics or similar analytics services. For information on how Google processes and collects information using Google Analytics, please see www.google.com/policies/privacy/partners/, and for how to opt out, please see https://tools.google.com/dlpage/gaoptout. 
Do Not Track
Some web browsers may allow you to enable a do-not-track feature that alerts the websites you visit that you do not want your online activities to be tracked. Our Websites may not recognize or react in response to do-not-track signals. At present, no generally accepted standards exist on how companies must respond to do-not-track signals. In the event a final standard is established, we will assess and provide an appropriate response to these signals. 
YOUR CHOICES
Choosing not to share your personal data. You may choose not to volunteer certain personal data. If you choose not to volunteer certain personal data (or ask us to delete it), we may not be able to provide you with our Services or certain functionality of the Website. We will tell you what information you must provide to receive the Service or Website functionality by designating it as required at the time of collection or through other appropriate means. 
Marketing Communications and Sharing. You may instruct us not to use your contact information to contact you regarding Services, promotions, surveys and special events that might appeal to your interests using the applicable communication method, or by emailing us as set forth below. Please note that, regardless of your request, we may still use and share certain information as permitted by applicable law. For example, you may not opt out of certain operational or transactional emails, such as those reflecting our relationship or transactions with you, or important notifications regarding the Services we are providing to you. Most browsers and mobile devices offer instructions on how to disable cookies (typically in “Preferences” or “Settings”). If you disable our cookies, some functions and conveniences of a service may not work properly or at all. 
THIRD-PARTY APPLICATIONS AND WEBSITES
Our Services may contain links to third party websites or applications, including other content providers as well as certain service providers, such as those who process payments on our behalf. These other websites and applications are not under our control, and you acknowledge and agree that we are not responsible for the collection and use of your information by such websites and applications. This Notice does not apply to third-party websites and applications. We encourage you to be aware when you are redirected to a third-party website or application and to review the privacy policies and terms of use of each website and application you visit and use. 
SECURITY
DOOH Academy Online has a program designed to protect personal data in its possession or control. This includes a variety of privacy and security policies, processes and procedures, including administrative, physical and technical measures. Nonetheless, no method of collection, storage or transmission is entirely secure, and we cannot guarantee that our security measures will be effective. The safety and security of your information also depends on you. Where we have given you (or where you have chosen) a password for access to certain parts of our Website or Services, you are responsible for keeping this password confidential. Do not share your password with anyone. 
RETENTION OF YOUR INFORMATION
The length of time for which we retain information depends on the purposes for which we collected and used it, requirements of applicable laws, the amount, nature, and sensitivity of the information, the potential risk of harm from unauthorized use or disclosure of the information, the resolution of any pending or threatened disputes, and enforcement of our agreements. 
COLLECTION OF DATA FROM CHILDREN
Our Services are generally not intended for users under the age of 18. We do not knowingly collect personal data from anyone under 13 years of age and our Website and Services are not intended for individuals under 13. From time to time, we may offer certain Services to users under 18 years of age (but 13 years of age or older). In those cases, we may have additional requirements for registration or access to our Services, including, for example, approval of a parent or other authorized person. If we become aware that we have processed personal data of a person under 13 years, we will delete any personal data of such person from our records. 
CHANGING OUR PRIVACY NOTICE
We may make changes to this Notice at any time. By registering for, accessing or using the Website or any of the Services after any changes have been made, you signify your agreement to the modified Notice and all of the changes, which will be effective immediately unless we notify you of a later effective date. If the changes are not acceptable to you, you should discontinue use of the Website and/or Services. 
CONTACT US
Please submit any questions about this Notice or about our handling of your personal data through our Registration page or email us at privacy@doohacademy.com. 
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